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JUCT PETUCTPAIIMA U3SMEHEHUH PII]]

Pabouas nporpamma nepeyTBepkaena Ha 20 /20 y4ueOHBIN roa, mpoTokos Ne 3acelaHus
Kadenpsl oT «__ » 20 r. B nporpammy BHECEHBI JOMOMHEHUS U(WIU) U3MEHEHHUS.

3aBenyroumii kadenpoit

MOJIHUCH OUO
Pabouass mporpamma mepeyTtBepxkacHa Ha 20 /20 y4eOHBIH TOJ, POTOKON Ne 3aceIaHus
kadempsl oT «_ » 20 r. B mporpammy BHeCEHbI JOMOTHEHUS U(WIN) U3MEHEHUS.
3aBenyrommii kadeapoit
MOANHUCH DdUO
Pabouass mporpamma mepeyTtBepxkaeHa Ha 20 /20 y4eOHBIA TOJ, MPOTOKON No 3acelaHus
Kaeapsl oT «__ » 20 r. B nporpammy BHeceHBbI JOMOJIHEHUS U(UJIN) U3MEHEHHUS.

3aBenyronuii kadenpoit
TIOJIUCH OUO



1 HEJIb 1 3AIAYHN OCBOEHMUSA JUCTIIAITJIMHBI

Henpto ocBoenuss mucuuiuiiHbl «OCHOBBI KHOEpOE30MACHOCTH» SIBIISIETCS OCBOCHHE OCHOB
KrOepOe30nmacHOCTH VISl CTYJICHTOB 10 HampasieHuio moarotoBku 44.03.05 «HavansHoe oOpa3oBaHue
U JIOIIKOJIEHOE 00pa30BaHUE»

3aa4uu TUCUUIUIUHBL: _

- OBIIAQJICHHE OCHOBHBIMU TMOHITHSIMH KHOEpOE30MaCHOCTH W METOJaMH 3allUThl JaHHBIX,
HEOOXOMMBIMU U1 IPUMEHEHUs B MpodeccnoHanbHoi padboTe, I MPOI0JKEHUS] 00pa30BaHuUS;

- MHTEJUICKTYaJIbHOE PAa3BUTHE CTYACHTOB, ()OPMUPOBAHHE KAUECTB MBINUICHHS, HEOOXOIUMBIX

JIIA HpO(l)eCCHOHaJIBHOI;'I JACATCIIBHOCTH,

- popMmupoBaHUE MPEACTABICHUN O IENISIX U METOaX KHOepOE30macHOCTH;

dbopmHpoBaHHe

MpPEJCTaBICHUN O
(YHKIIMOHUPOBAHUS BBIYMCIUTEILHBIX CHUCTEM M  CETeH,

KI/I6ep6630HaCHOCTI/I KaK HEOThEMJICMOH  dYacTH
IMOHMMAaHHg 3HAYUMOCTH BOIIPOCOB

krOepOe30nacHOCTH IJis Oy IyIier mpodecCuOHANBHOU NeATeIbHOCTH.

2 MECTO JUCIMIIJIMHBI B CTPYKTYPE OIIOII HATIPABJIEHUSA

(CIEIIMAJIBHOCTN)

JlucuumuinHa OTHOCHUTCS K 4acTH, GOpMUpPYEeMOl ydacTHUKaMHu 00pa30BaTeNIbHBIX OTHOICHUH.
— MexxaucMIUIMHAPHBIE CBSI3U

JIMCHMILVINHBI, yYacTBYOIIHE B ()OPMHPOBAHUH

Ne n/m HaumeHoBaHHe KOMNETEHIUH KOMIIEeTECHIIMHU
(mepeuuncasoTes TUCIUILTMHEI, TpakTuku, kpome ['9, BKP)
HK-1 | CnocoOeH ocyIecTBiIsTh MeTtoauka 00y4eHus: pycCKOMY S3bIKY B Ha4aJIbHOW IIKOJIE
MEJarOrM4YECKyI0 Meroanka oOydeHUs: MAaTEMAaTUKH B HAYAJILHOM IIKOJIE
JIMarHOCTUKY PE3yJIbTaTOB MeTtoauka 00y4eHUs MHTETPaTUBHOMY KypCy
00pa30BaHMsI U BOCITUTAHUS "Oxkpy:>xaromuit Mmup"
oOydaromuxcs, MeTtoauka 00y4eHHs TEXHOJIOTHH B HAYalIbHOM IIKOJIe
pOoQUIAKTHPOBATH Meroanka 00ydeHUs] H300pa3UTENHHOM IEATETbHOCTH
[E€JarOrM4eCKyo Teopus 1 METOMKA MY3bIKAJIbHOI'O BOCIIMTAHHUS
3anyIIeHHOCTh Texnomoruu uppoBOro 0Opa3oBaHHS
Ilegarornyeckas npakTHukKa
TIK-2

Crnioco0eH BbICTpanBaTh
B3aMMO/JICUCTBUE C
cyObeKTamMu
00pa3oBaTeNpHOTO U
BOCIIUTATEIIHLHOTO TIpoIiecca B
YCIIOBUSX IIKOJBI U CPEIb

Teopus ¥ TEXHOJIOTHH Pa3BUTHUS PEUN JETEN

Metoauka o0yueHHs pyCCKOMY SI3bIKY B HAYaJIbHOW IIKOJIE
Teopus ¥ TEXHOJIOTHH Pa3BUTUS MaTEMAaTUYECKHUX
NIPEACTABICHUN Y JeTel

Meroanka oOydeHUs MATEMAaTUKH B HAYAJIbHOM IIKOJIE
Teopust 1 TEXHOJIOTUH SKOJIOTUYECKOT0 00pa3oBaHUs JeTei
MeTtoauka 00y4eHus: UHTETPaTUBHOMY KypCy
"Oxkpy>xaromuii mup"

Meroanka 00y4eHusI TEXHOJIOTUN B HAYAJIBHOM IIIKOJIE
Teopust 1 TEXHOJIOTUU (PU3NUECKOTO BOCIIUTAHUS ETEeH
MeTtoauka o0ydeHus: n300pa3uTeIbHON AESITEIbHOCTU
Teopus 1 METOAMKA MY3bIKAJIbBHOI'O BOCIIUTAHUS
Texnonoruu nudpoBoro 0d6pasoBaHms

Metoanyeckas paboTa B IOIIKOJIBbHOW 00pa3oBaTeIbHON
OpraHu3alnx

Opranuzanus JONOJIHUTENIBHBIX 00pa30BaTeIbHBIX YCIYT B
JIOLIKOJIBHOM OpraHUu3aluy

[lenarornueckasi NpakTHKa




3 TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA JUCHUITVIMHBI

Tabmawnia 2

KOMHeTe]—[lII/II/l U UTHAUKATOPLI UX TOCTHKCHUSA

B pe3ynbTaTe nuzyueHus IUCIUILUIUHBI
00yJarommecst TOJKHBI:

KOI[ 1 HAMMCHOBAHHEC

KO,Z[ 1 HAUMCHOBAHUC MHAWKATOPA

BOCIIMTaHUs 00YYarOIINXCS, B TOM
YUCIEe MO0  TIPEIyHpexKICHHUIO
MearornIecKoi 3amyeHHOCTH

KOMIIETeHITUN JIOCTHKCHHS
KOMIICTCHIIUH

[IK-1Cmnocoben [IK-1.1 Ucmons3yer METOABI | 3HATh: TPUIIOKEHHsT 0E30IaCHOTO TMOUCKa

OCYIIECTBIISITh Iearoru4eckoi JTUArHOCTUKU | METOJIOB  IEJarorn4ecKod  JUarHOCTHKHU

TMIeTarOTHIECKYTO pe3ynpTaToB  OOpa3oBaHWsI M | PE3yNBTATOB OOpa30BaHWsSI W BOCHHUTAHUS

TUATHOCTUKY BOCIIUTAHUSI 00y4aromxcs, | 00yJaromxcs

pe3yJIbTaTOB NPEAYNPSKICHUS OTCTAaBaHUS B | YMETh: MPENyNnpekaaTh OTCTaBaHHUS B

o0Opa3oBaHHA 1 | oOydeHUH o0ydeHun WCTIONB3YS 3HAHUS o

BOCITUTaHUS KkrbOepOe30macHOCTH

o0yJaronuxcs, Bnagerts: HABBIKAMH IIPOCBEIICHUS

pO(QUIAKTUPOBATH o0yJaronmxcs mo TeMe KuoepOe30macHOCTH

MeJarornIecKyro u MeAaroruaecKoi JTNAaTHOCTHKE

3aMyIIeHHOCTh pe3yJIbTaTOB 00yUEHUS
IIK-1.2 B3aumogeiicTByet c | 3HaTe: MeTonbl  0E€30MacHOro  IOMCKa
cyOBeKTaMu MIPOIECCOB | CYOBEKTOB TPOIECCOB  00pa3oBaHUs "
o0Opa3oBaHus W BOCIHMTaHHUS | BOCIHUTAHHS OOYYalOIIUXCS B  acleKTe
00yYaroIuXxcs B aCIeKTe | MeJarornyecKod TUarHOCTUKU PE3yJIbTaToB
Iearoru4eckoi JUArHOCTUKU | 00pa30BaHUS U BOCIIUTAHHS 00YYaIONIUXCS
pe3ynpTaToB  00pa3oBaHWs W | YMETh: B3aWMOJCHCTBOBATH C CyOBEKTaMu

MPOIECCOB 00pa30BaHUs U BOCIUTAHHS
00y4aroIuXcsi B ACMEKTe MeJarorn4eckoi
JIMAarHOCTHKU PE3yJbTaTOB 0OOpa3oBaHUs WU

BOCIMTaHUS 00YYaroIHXCsI c
HUCIIOJIb30BAHUEM 3HAaHUN OCHOB
KHOepOe30MmacHOCTH

Brnamers: HaBBIKaMU Oe30macHOW pabOTHI B
MNHTepHeTe 1Mo B3aUMOJEHCTBHIO  C
cyObeKkTaMH TpoOLEeccoB 00pa3oBaHUs |
BOCIIUTaHUS  OOyyaromuXcsi B  aclekTe
HenarornquKoﬁ JUarHOCTUKH PE3YJIbTATOB
00pa3oBaHUsl ¥ BOCITUTAHUS O0ydarOIUXCs
aHaim3 BeO-caiiToB, O€30MaCHBIA IOWCK,
HAJeKHBIE TIAPOIM C YYETOM 3HaHUH 00
OCHOBax KHOep0e30macHOCTH

[IK-1.3 Ilpumensier MeToAbl U

TEXHOJOTHU e IarOrHIecKon
JMATHOCTHKU JIUISL  OTpeIeICHUs
YPOBHS 00y4eHHOCTH u

MPEeNyNpEeKICHUS] OTCTaBaHUS B
00yJYeHUH

3HaTh: METO/IBI u TEXHOJIOTUU
HearornaecKoi JIMAaTHOCTHKA TSt
OIIpe/eNIeHHsT YpPOBHA  OOYYEHHOCTH U
NpeaynpekIeHUsI OTCTaBaHUI B 00YUCHUHT
YMeTb: NPUMEHATh METOIbl M TEXHOJIOTUH
HearornIecKoi JIMAaTHOCTHKH ISt
ompeJieNieHusT  YpOBHA ~ OOYYEeHHOCTH U
NpeaynpeXJeHUs] OTCTaBaHUsI B 00yUYEHHH C
0 3HaHMeM Oe3omacHod  paboTBl B
WHTepHeTe: aHanu3 BeO-caiiToB, O€30MacHbBIN
TIOWCK, HAJIeKHBIC MapOIIH

Brnaners: 3HaHMAMEU Oe30macHOi paboTH O

nepeqadd  WHGOOPMAIUM  CBA3aHHOW  C
MeIaroruaeckomn JUarHOCTUKOMN s
OmnpesiesicHusl  YPOBHS  OOYYCHHOCTH U

NpeAyNpeKICHNsT OTCTaBaHKs B O0OYYCHUU B
WHTepHeTe: DJIEKTPOHHAS I0YTa, IUIATEKH,
samutHOEe I10




KOMHeTe]—[lII/II/l U MTHAUKATOPLI UX TOCTHKCHUSA

B pe3ynbTaTe nuzyueHus AUCIUILUIMHBI
00yJarommecst TOJKHBI:

KOI[ 1 HAMMCHOBAHHEC

KO,Z[ 1 HAUMCHOBAHUC MHAWKATOPA

KOMIIETCHLIUU JOCTHKEHHUS
KOMITETCHIIUU

I[IK-2 Cnocoben [IK-2.1 Mcnionb3yeT coBpeMeHHbIE | 3HATh: CHUCTEMBI IOWCKA COBPEMEHHBIX
BBICTPanBaTh METOAMKH B3aMMOJECHCTBUS | METOAMK B3aUMOJCHCTBUS  CyOBEKTOB
B3aUMOJICHICTBHE C | cyOBeKTOB 00pa30BaTeNbHOrO U | OOpa30BATENILHOTO W BOCHHTATEIBHOTO
CyOBeKTaMH BOCIIMTATEJILHOTO IpoLecca mpolecca € yd4eToM 3HaHHHM 00 OCHOBax
00pa3oBaTeinbHOTO0 U KnOep0Oe30macHOCTH

BOCIIUTATENBHOTO YMeTb: HUCHONIB30BaTh CHUCTEMBl IOUCKA

mnmponecca B YCIOBHUAX
IIKOJIbI U CPCbI

COBPEMEHHBIX METOJUK  B3aWMOJICHCTBUSI
CyOBEKTOB 00pa30BaTeIbHOTO u
BOCIIMTATEIILHOTO  Mpolecca C  Y4ETOM
3HaHWH 00 OCHOBaX KHOEpOE30MacHOCTH
Brnanmers: 3HaHMSAMU 10 Oe30macHOMY CcOOpY
WHGOpPMAIIMK O COBPEMEHHBIX METOJUKAX
B3aUMO/ICHCTBHSI CyOBEKTOB
0o0pa3oBaTelbHOr0O ¥ BOCIHUTATEIHHOTO
mpolecca € y4eroM 3HaHMH 00 OCHOBax
KknOepOe30MacHOCTH

[IK-2.2 TIpumenser METOIbI
NpeayNpeKICHUsT KOH(JIUKTOB B
YCJIOBUSX IIKOJIBI M CPEBI

3HaTh: CHUCTEMBI TOHCKA WH(POPMAIHH O
METO/IaX TPEAYNPEKACHUS KOH(IUKTOB B
YCIIOBUSIX IIKOJIBI M CPE/IBI C YYETOM 3HAHUH
00 ocHOBax KHOEpOE30MacHOCTH

YMeTh: NpUMEHSTH 3HAHUS O CHCTEMax
IIOMCKa uHpOpMAIIH 0 METOoIax
npeaynpexXaeHuss KOH(IUKTOB B YCIOBHAX
HIKOJNBI W Cpellbl C y4eToM 3HaHWi 00
OCHOBax KuOepOe301macHOCTH

Brnanets: 3HaHusIMH Oe30macHOi paboOTHI IO
nepegaun  UHGOpPMAIMHM  CBA3aHHOM  C
METO/IaMH TIPEyNPEIKACHUS] KOHQINKTOB B
YCIIOBUSIX WIKOJNBI U cpelsl B HHTepHere:
JNIEKTPOHHAS TOYTa, TUIATEXKH, 3aAIIUTHOE
110

[IK-2.3 Opranuzyer
MHTEPAKTUBHOE B3aWMOJICHCTBHE
CyOBEKTOB 00pa3oBaTENFHOTO H
BOCIIUTATENIBHOTO IpoLecca

3HaTh: Oe3omacHble TPHIOKCHUS  JUIS
Oopranuvsanuu HWHTCPAKTUBHOT'O
B3aMMO/ICHCTBUSI CyOBEKTOB

0o0pa3oBaTeIbHOr0O ¥ BOCHHUTATEIHLHOTO
mpolecca € ydeToM 3HaHWH 00 OCHOBax

KHOepOe30MmacHOCTH
YMeTh: OpraHuM30BbIBATH HMHTEPAKTHBHOE
B3auUMOJICHCTBUE CyOBEKTOB

O6p3.30BaT6III)HOF0 u BOCIIMTATCIBHOI'O
nponoecca € Yy4CTOM 3HAHUKA 00 OCHOBax

KkrbepOe30macHoCTH

Bnaners: 3HAHUSIMHU 0 0€e30I1acHbBIX
TIPUTOKEHUSX TSt OpraHu3anuu
UHTEPAKTUBHOTO B3aUMOJICHCTBHS
CyOBEKTOB 00pa30BaTEIBHOTO u

BOCIIUTATEIFHOTO  TIpollecca C  y4eToM
3HaHUI 00 OCHOBaX KHOEpOE30IacCHOCTH




4 COAJEP KAHUE JUCIHUITJIMHDbI

4.1 TemaTu4eckuii MJIAH JUCIUTIINHBI

OO01m1ast TpyIOEMKOCTh JUCIUILIHHBI COCTABISIET 3 3aUeTHBIX eqiHUII, 108 qacoB.

Buanbl yueOHOI HArpy3KH U HX
TPY10€MKOCTh, 4aChI
KonTakTHas paGora
% H Bcero = Z
=t aMMeHOBaHHe TeMbl AMCHHUIIJINHBI = £ x = s
o 4acoB = g g 25
g = | £: =g | ©FC
B g = 2'S
= s S S =
=3 &
= =
1 Tema 1. KubepHetnueckast 6€30macHOCTb B CUCTEME 12 2 2 - 8
HAIMOHAIEHOM 0e30MacHOCTH COBpeMeHHO# Poccun
2 [Tema 2. BHyTpeHHHE U BHEITHUE YTPO3BI 12 2 2 - 8
KubepHeTHueckoi Oe3omnacHocTn Poccuiickoit
Deneparuu.
3 [Tema 3. IIpaBoBBIE OCHOBBI OOeCTIEUEHUS 12 2 2 - 8
KubepHeTHueckoi Oe3omnacHocTn Poccuiickoit
Denepaunu
4 [Tema 4. OcHoBHbIE HH(GOPMALIMOHHBIE YTPO3bI U 00LIHE 12 2 2 - 8
pEeKOMEHJaluy 110 OpraHu3anuy 06e3o0macHoi paboThl B
MHTepHeTte
5 [Tema 5. be3zonacHas pabora B lHTepHeTe: aHaU3 BeO- 12 2 2 - 8
caiiToB, 0€301aCHBIN MOKMCK, HaJIS)KHBIE TAPOJIH
6 [Tema 6. bezonacHas pabota B IHTEepHETE: 3IIEKTPOHHAS 12 2 2 - 8
rmoura, Iiarexu, sanmuraoe 110
7 Tema 7. 3amutroe [10. Kaspersky Internet Security. 12 2 2 - 8
ESET NOD32 Smart Security, Dr.Web Security Space
8 [Tema 8. IIpoBepka KOMIIBIOTEPA ¥ BOCCTAHOBIICHHUE 12 2 2 - 8
MAHHBIX B KCTPEHHON CUTYaINH
9 [Tema 9. be3omacHOCTh B COITMATBHBIX CETAX 12 2 2 - 8
3ayer ¢ OLCHKOM - - - - -
HUTOI'o 108 18 18 - 72

4.1.1 JIeKnMOHHBIE 3AHATHSA

Ne i/

HanMmeHoBaHHe
TeMBbI JUCIHUILIMHEI

KpaTtkoe conep:xanue

Tema 1. Kubepretuueckas 6e3omacHocTh|[loKTprHa

UHPOPMAIIMOHHOH 0e30macHOCTH Poccuiickon

B clCTEeME HalMOHANbHOW Oe3onacHocTH |Penepaly, MOAEIM €ro  COBEPLICHCTBOBAHMA B  paMKax|
coBpeMeHHON Poccun KHOEpHETHIECKOI 0e30macHOCTH

2 |Tema 2. BHyTpeHHHe 1 BHEIIHNE YIpo3bl [BHyTpEHHNE W BHEITHUE YTPO3bl KNOSPHETHUECKON 0€301MacHOCTH
KHOEpPHETHUECKOH 0€30MacHOCTH
Poccuiickoit @enepanuu.

3 |Tema 3. [IpaBoBBIe OCHOBBI OOecIieueHHs [3aKOHOAATENbHBIE 0OecneueHHs] KNOepHETHUECKOH 0e30macHoCTH
KHOEpHETHIECKOW 0€30MTaCHOCTH
Pocculickoii Penepanuun

4 |Tema 4. OcHoBHBIC HH(pOpMaMOHHBIE (DHHAHCOBBIE MaxXHHAIMN Kpaka paHHBIX Y4ETHBIX 3amucei]

YTpO3bI U 00IIHe PEKOMEHIAINH 10 BpeloHOCHbIE
OopraHn3anyy 0e30macHoi paboTHI B

MuTepuere

IpOorpaMMhbl HCOCTOpO)KHOCTB ITOJIB30BATCIIsA

PexkomeHnmaluu 1o oprasusaiuu oe3omnacHoi pabotel B IHTEpHETE




5 |[Tema 5. be3onacuas pabora B [loTeHIIMaIEHO OMIacHBIE BE0-CalThI: CHIDKEHUE PUCKA
uTepHere: aHamu3 BeO-callToB,
0e30macHbIi MOKCK, HaJIS)KHBIE TAPOJIH

6 |[Tema 6. besomacHast pabora B OJeKTpoHHas ToYTa U cHUCTeMBbl OOMEHa COOOIECHHUAMHU.
HTEpHETE: 3JEKTPOHHAS 110YTa, besomacHast pabora ¢ OaHKOBCKMMH KapTaMH W TUIATEKHBIMH
mtaTexu, 3anurHoe 110 crcteMamu. 3amutHoe 110, OCHOBHBIE CBEICHUS

7 |Tema 7. 3ammrHoe I10. Kaspersky 3arpyska, ycTaHOBKa W HoArotoBka kK padore [1O aHTHBHPYCHBIX
Internet Security. ESET NOD32 Smart  [IpOrpaMm
Security, Dr.Web Security Space

8 [Tema 8. IIpoBepka KoMIIbIOTEPA U Dusndeckas  0€30MacHOCTh  KOMITbIOTEpa.  JlOTIONHHUTEThHBIC
BOCCTAHOBJICHHE JaHHBIX B OKCTPCHHOW |y4ETHBIE 3aITUCH.
CUTyaluu

9 [Tema 9. bezonacHocTh B conuanbHBIX  |[IpaBuia Oe3omacHoi paboTel. Hactpoiiku Oe3omacHOCTH W
ceTsax KOH(QUICHIHATFHOCTH B COIIMAIBHBIX CETSIX.

4.1.2 TlpakTH4ecKue 3aHATHS
Ne i/ HaunmeHoBaHue KpaTtkoe conep:xanue

n TeMbl JHCIHILIHHBI

1 [Tema 1. KubepHerndeckas 6€30MacHOCTh|AHATN3 CYINTHOCTH W cojepkaHue J{oKTpuHBI HHGOPMAIMOHHON
B CHCTEME HAITMOHATLHOM 0€3011aCHOCTH [0€30IMaCHOCTH Poccuiickoit ®denepanuu, MOJIETH €ro
coBpeMeHHOI Poccuu COBEPILECHCTBOBAHUS B PaMKax KHOCPHETHUECKOW O€30II1aCHOCTH

2 |[Tema 2. BHyTpeHHHE U BHEIIHUE YTPO3bl |AHAJIN3 BHYTPEHHMX W BHEUIHMX YIPo3 KHOEpHETHYECKOW
KHOCPHETHYCCKO 6E30I1aCHOCTH OezonacHocTu Poccuiickoit denepariu
[Poccuiickoit Denepanuu.

3 |Tema 3. [IpaBoBBIC OCHOBBI OOEcCIicUeHHS [AHATM3 ~ 3aKOHOJATENFHOTO  o0ecrliedeHHsi  KHOepHETHYEeCKOH
KHOepHETHYCCKOI 6e30I1aCHOCTH Oe3omacHocTH Poccuiickoit @enepannu
Poccuiickoii @enepanuu

4 [Tema 4. OcnoBHble nH(pOpMannonHbie  (O0muit 0030p yrpo3 @uHaHCOBBIE MaxuHAIMK  Kpaxa JaHHBIX
YTPO3BI M OOLIHE PEKOMCHALIHH 110 y4eTHBIX 3amucedi  BpegoHocHbele mporpammsl HeocTopoxHOCTB
OpraHu3aIuK 0e30MacHol padoThl B nonp30BaTens PeKoMEHIanuy 1o OpraHu3aluy 0€30IacHOi paboThI
MutepueTe

B MHTEpHETE

5 [Tema 5. be3zomacHas paboTa B [ToTeHIMANBEHO OTIACHBIE BEO-CAWThI: CHIKCHUE PHCKa
MHTepHEeTE: aHaIu3 BeO-CalToB, besonacHblii mouck. bezomacuas padora ¢ Be6-Opay3epom
0e30TacHBIN TTOVCK, HAIC)KHBIC ITapoiid  |Perucrpartis Ha BeO-calTax, mapoiu

6 |[Tema 6. besonacHas pabora B be3onacHOCTh MpHU paboOTE C ANIEKTPOHHOW MOYTOM M C CUCTEMaMu
HTepHeTe: SIeKTpOHHAs T0YTa, oOMeHa cooOmenusimMu. besomacHas pabota ¢ OaHKOBCKUMH
mtaTexxu, 3anuraoe 110 KapTaMd W IUTATeXXHBIMH cucTeMamu. 3ammutHoe 10, OCHOBHBIE

CBEICHMSI

7 |Tema 7. 3ammrHoe I10. Kaspersky 3arpy3ka, yCcTaHOBKa M MOJAroToBka K pabdore [1O aHTHBHpPYCHBIX
Internet Security. ESET NOD32 Smart |Tporpamm
Security, Dr.Web Security Space

8 [Tema 8. IIpoBepka KoMIIbIOTEPA U Pe3epBHOC KommpoBanwue. llndpoBanne qaHHBIX
BOCCTaHOBJICHHE JaHHBIX B OKCTpeHHOH (Dusnueckass  0e30mMacHOCTh  KOMIbIOTepa.  JlONOJIHUTENbHBIE
CUTyaLuu VUeTHBIE 3aITUCH.

9 |Tema 9. be3omacHocTh B conmansHeix  |[[IpaBunma  OezomacHoit  paboTel. Hactpoiiku OezomacHOCTH U

CCTAX

KOH(UICHIIMAIBHOCTA B COLMAIBHBIX ceTax: OIHOKIACCHHKH,
BKonTakte, Facebook, Moit Mup. bior-matgopmst.
(ABToHOMHBIC Oyorn (Standalone) m mukpoOioru. Temarmdeckue

cormmanbHbie cetr: DopyMel. Buaeo 1 hoTo XOCTHHTH




4.1.3 JIabopaTopHbIe 3aHATHS
B y4eGHOM I1aHE OTCYTCTBYIOT

4.1.4 CamocrosiTeJibHasi pad0Ta CTy/IeHTa

Ne i/

HaunmeHnoBanue Bug CPC
TeMbI JUCIHHUIIINHLI

Tema 1. Kubepuerndeckast 6e30macHOCTh B cucteme [H3ydeHne BONPOCOB M 3324 MPAKTUIECKOTO 3aHATHS,
HAIIMOHAIBHOM 0e301acHOCTH coBpeMeHHOH Poccuu [rectupoBanne

2 [Tema 2. BHyTpeHHUE U BHELIHUE YTPO3BI 3y4eHne BOpoCoB U 3a/1a4 MPAKTHUECKOTO 3aHATHUS,
KkrOepHeTHIecKol Oe3onmacHocTr Poccuiickoit TeCTHPOBAHHE
Denepanuu.

3 [Tema 3. [IpaBoBBIE OCHOBBI OOECIICUCHHS 3y4eHne BOPOCOB U 3aJ1a4 MPAKTHYECKOTO 3aHATHUS,
KrOepHeTHIecKoil OezonacHocTn Poccuiickoit TeCTHPOBAHHE
Denepauuu

4 [Tema 4. OcHOBHBIEC HHGOPMAITHOHHBIE YTPO3BI U 3yueHne BOIIPOCOB | 331249 MPAKTHIECKOTO 3aHATHS,
0011e PEKOMEHALMH 10 OPraHM3alui Oe30NaCHOH [recTupoBaHUe

abotel B lHTEpHETE

5 |Tema 5. besonacHast pabota B UnTepHeTe: ananu3  [M3ydeHne BOMPOCOB U 33/1a4 MPAKTHIESCKOTO 3aHATHS,
BeO-caliToOB, 0€30MACHBIN TTOUCK, HAJIC)KHBIE TAPOJIH TeCTUPOBAHHE

6 [Tema 6. besonacHas pabota B UnTepHeTe: 3yueHue BONPOCOB U 334a4 NPAKTUUECKOTO 3aHATHS,
QJIEKTPOHHAs MOYTa, TUIaTeXH, 3amuTHoe [10 TeCTHPOBAHKE

7 |Tema 7. 3amutHoe I10. Kaspersky Internet Security. [FI3yuerne BonmpocoB U 3a/1a4 MPaKTHIECKOTO 3aHITHS,
ESET NOD32 Smart Security, Dr.Web Security TeCTUpOBaHNE
Space

8 [Tema 8. IIpoBepka KOMIIBIOTEPA U BOCCTaHOBIEHHE (M3ydeHne BOMPOCOB U 3a/1a4 MPAKTHUECKOTO 3aHATHSA,
TaHHBIX B SKCTPEHHOU CHUTYaIluu TeCTHPOBAHKE

9 [Tema 9. be3omacHOCTb B COLMATILHBIX CETAX 3yueHne BOIIPOCOB U 3aa4 NPaKTHYECKOTO 3aHATHS,

TeCTUPOBAHHE

4.1.5 UuTtepakTuBHBIE GOPMBI 3aHATHI

B y4eGHOM 11aHE OTCYTCTBYIOT

1.

2.

4.2 YuyeOHO-MeTOAU4YecKOe 1 HHPOPMALIMOHHOE 0O0ecriedeHue TUCIUTIINHbI

4.2.1 JIurepatypa
I'anarenko, B. A. OcnoBbl uH(poOpManmoHHON Oe3zomacHocTH : yuebHoe mocobue / B. A.

lanatenko. — 4-e u3n. — Mocksa : Untepuet-YHuBepcurer Undopmannonnsix TexHomoruit
(MHTYUT), Ann IIm Ap Menua, 2024. — 266 c. — ISBN 978-5-4497-3316-0. — Texkcr :
anexktponnbii // LudpoBoit obpazoBarenvubiii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/142285.html (mara obpamenus: 01.03.2024). — Pexxum nocrymna:
JUIS aBTOPU3HP. TOJIb30BaTENEH.

AptemoB, A. B. Mudopmanmonnas 6e3omacHoCTh : Kype nekiuit / A. B. ApremoB. — Open :
MexpernonanpHast Akanemusi Oe3ornacHoctd W BeDKuMBaHus (MABUB), 2014, — 256 ¢. —
Texcr : anextponsslii / Lupposoit obpazosarenshblii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/33430.html (mata obpamenus: 01.03.2024). — Pexum gocrtyna:
JUIsL aBTOPU3HP. NOJIb30BATEICH.

Epmakos, /1. I'. [IpumeHeHre aHTUBUPYCHBIX MporpamMMm aiisg oOecriedeHus UH(DOPMAIMOHHOU

6esonmacuoctu / JI. I'. EpmakoB, A. B. Ilpucsxsbii. — ExarepunOypr : VYpaiabckuit
dbenepanbnblii yHUBepcuTeT, OBC ACB, 2013. — 64 ¢. — Tekcr : anexktponnsiii // Ludposoit
o0pa3zoBaTeNbHBIN pecypc IPR SMART : [caliT]. — URL:

https://www.iprbookshop.ru/66577.html (mata obpamenusi: 01.03.2024). — Pexum gocrtymna:




IUTsL aBTOPU3HDP. MTOJTb30BATEIICH.

OCHOBBI HAIIMOHAJILHOW 0€30MacHOCTH : yueOHO-MeToandeckoe nocodue / cocrasutenu C. HO.
MaxoB. — Open : MexperuonanbHas Akaaemus OezonacHocty u BebkuBanus (MABUB), 2019.
— 88 c. — Texct : anexTponnslii // Lnudposoii obpazosarenbublii pecypc IPR SMART : [caiir].
— URL: https://www.iprbookshop.ru/95409.html (mara obOpamenus: 01.03.2024). — Pexum
JOCTyMa: JUIsl aBTOPU3UP. TIOIH30BATENEH.

benoyc, A. U. Kubepopyxue n kubepoezonacHocTb. O CIOXKHBIX BEIIax MPOCTHIMU CIOBaMH /

A. . Benoyc, B. A. Conoayxa. — Mocksa, Bonorga : Uadpa-Umxenepus, 2020. — 692 c. —

ISBN 978-5-9729-0486-0. — Texcr : anextponnsiii // Lludposoii o6pazoBaTenpHbIin pecypc IPR
SMART : [caiir]. — URL: https://www.iprbookshop.ru/98349.html (mara oOpamenus:
01.03.2024). — Pexxum mocTtymna: ajist aBTOPU3UP. TOJIB30BaTEIEH.

Koctun, B. H. Meronb!l u cpenctsa 3amuThl KOMIOBIOTEPHON MHDOpMammu: MHPOPMAITMOHHAS

0e30macHOCTh KOMIIBIOTEPHBIX ceTeil : ydeOHoe mocobme / B. H. KoctuH. — Mocksa :
M3natensckuit Jlom MUCuC, 2018. — 31 c. — ISBN 978-5-906953-53-7. — Tekcer :
AJIEKTPOHHBIA // DnexrpoHHO-OmOMmMoTeyHass cuctema IPR BOOKS : [caiitr]. — URL:

http://www.iprbookshop.ru/98200.html (mara obpamenwus: 01.03.2024). — Pexum gocryma: amus
aABTOPHU3UP. MOJIb30BATEIICH.

4.2.2 CoBpemennble mnpogeccuoHaibHble 0a3bl JaHHbIX (CIIB) m wuHpopmManmuoHHBbIE
cnpaBouHbie cuctemsbl (UCC)

Ta6muma 4 — [epeuens coBpeMeHHBIX TTpodeccruonanbubix 0a3 nanubpix (CIIB/]) n nHbOpManroHHbIE
cupasoyHble cuctemsl (MHC)

No Haumenosanue CIIB]]

1 ScienceDirect : monHoTekcToBas 0a3a JaHHBIX : caldT / u3garenscTBo Elsevier. — URL:
https://www.sciencedirect.com/ (mata oopamienus: 01.03.2024). — Pexxum noctyna: s aBTOpU3.
[0JIb30BaTeNe. — TEKCT : 3JIEKTPOHHBIN.

2 SpringerNature : monHoTekcTOBast 6a3a MaHHBIX: cailT / Springer Nature Switzerland AG. Part of
Springer
Nature. — URL: https://link.springer.com/ (nata obpamenus: 01.03.2024). — Pexxum noctyna: s
ABTOPH3. MOJIb30BaTeNIeld. — TEeKCT : 3JIEKTPOHHBIN.

3 JnexktponHast Onbmuorexka COUMHCKOTO TOCYAapCTBEHHOT0 YHUBEpCHTETA : 0a3a naHHbIX. — Coun,
2017 —.

— URL: http://lib.sutr.ru/ (nata obpamenus: 01.03.2024). — TeKCT : 37TEKTPOHHBIH.
Haunmenosanne MUC

1 Koncynerantllntoc : cripaBouno-mpaBoBas cucrema: cailt / Kommnanus «KoucynprantlLmocy. —

MockBa, 1997 — . — Pexxum noctyna: jgokanbHas ceTbh CI'Y. — TeKCT : 3JI€KTPOHHBIN.

4.2.3 UuTepHeT-pecypchl M Apyrue 3JIeKTPOHHbICe HHGOPMAILIMOHHBIC HCTOYHUKH
Tabmuia 5 — UHTEpHET-peCcypChl M AICKTPOHHBIE HH(GOPMAITMOHHBIC HCTOYHUKH

No

HanmeHoBaHNe I/IHTepHeT-pecprOB 1 3JICKTPOHHBIX I/IH(bOpMaLII/IOHHBIX NCTOYHHNKOB

1

[{udposoii oOpazoBarenbHblid pecypc IPRsmart : anekrponno-o6ubnuoreunas cucrema : caiit / OOO
Kommnanus «Aii [Tu Op Menua». — Capatos, 2010 — . — URL: http://www.iprbookshop.ru/ (mata
obOpamenus: 01.03.2024). — PexxuMm goctyma: 1yist aBTOpU3. MOJIb30BaTeNel. — TeKCT : dJek-
TPOHHBIN.

'YHuBepcuTeTckas OMOIMOTEKa OHJIAKMH : 3JIEKTPOHHO-0MOMHoTeuHas cuctema : cat / OO0
«Hexcmenunay. — Mocksa : lupekr-Meaua, 2001 — . — URL: https://biblioclub.ru/index.php?
page=book blocks&view=main ub (mata obpamenus: 01.03.2024). — Pexxum gocryma: aist
ABTOPU3. MOJIb30BATENICH. — TEKCT : AJIEKTPOHHBIN.

O6pa3zoBatenpHas wiargopma KOpait : snekTpoHHO-O0MOIMOoTeYHas cuctema : cat / OO0
«QnekTpoHHoe u3narenscTBo IOpaiit». — — Mocksa, 2020 — . — URL:
https://urait.ru/catalog/organization/DE41 FE6D- 0B08-4394-B225-3DD636CCCEI1F (nara
oOpanienus: 01.03.2024). — PexxuM qocTyna: Juisi aBTOPU3.10JIb30BaTeel. — TeKCT : 3JIEKTPOHHBIM.



http://www.iprbookshop.ru/
http://lib.sutr.ru/
http://www.sciencedirect.com/
http://www.iprbookshop.ru/98200.html

4.3 @opmbl ¥ coeprKaHUE TeKYyleil U MPOMEeKYTOYHOM aTTeCTAIUM 10 IUCIUIJINHE

Jlns oneHkH c()OPMHUPOBAHHOCTH KOMITETEHIMI Pa3pabaThIBAIOTCS OLEHOYHBIE CPEACTBA 10
JUCLUILINHE.

dopma u comepKaHue TEKYIIEH U MPOMEXKYTOYHOM aTTECTAIMH MO JUCIMILUIMHE PACKPHIBAETCS B
(OH/IE OLIEHOUHBIX CPEJICTB, KOTOPKIH ABISAETCA OTACTLHBIM JOKYMEHTOM.

OLEHOYHBIE CPECTBA 110 AUCLIUIIIMHE COJEPIKAT:

AP MaTepuasl IS TEKYILEr0 KOHTPOJIS OLEHKH 3HAHMUIA 110 JUCLHUILINHE;

ADMarepuansl I MPOMEXKYTOYHOTO KOHTPOIIS OLIEHKU 3HAHUMH 110 TUCIHUILIMHE;

ADKpUTEPHUH OLIEHUBAHNS;

ADIIKaIBl OIIEHUBAHMS.

[lepeueHb BONPOCOB MOJATOTOBKH K 3a4ETY C OLICHKOM:
1. [onsiTre "uHpOpMaIIMOHHAS OE30MACHOCTR" U €€ 3a/1a4u

. Cocrapinsroniye nHGOPMAITMOHHON 0€30MaCHOCTH

. [lonsiTre 3amuThl HGOPMAITUH U €€ 33aa4H

. MeTo1p1 3a1UThI IPETSITCTBUE;

. MeTopI 3a1uThl yIIPaBICHUE JOCTYTIOM;

. MeTop1 3a1uThl MEXaHU3MBbI IIU(PPOBAHUS;

. MeTop1 3a1uThl TPOTUBOICHCTBUE aTaKaM BPEIOHOCHBIX IPOTPaMM;

. MeTop1 3a1uThl periaMeHTalus;

. MeTobI 31U Thl IPUHY KICHUE;

10. MeTo1bI 3aITUTHI TOOYKIECHHUE.

11. UupopmanonHas 6e30MacHOCTb

12. TTonsTne xubepbe30macHOCTH

13. KomnbroTepHas 6€30macHOCTh

14. KomnproTepHble TPECTYIUICHUS

15. TlonsiTne MHPOPMAITMOHHBIX YTPO3

16. BpenoHocHOE IporpaMMHOE 00ECTICUCHHE

17. TlonsiTne KuOGEPNPECTYTHOCTH

18. Knaccuduxkarus KubeprpecTynmHOCTH

19. MomuieHHHYeCTBO U OTMBIBAHUE JEHET

20. KubepnpecTyImHOCTh U TEPPOPHU3M

21. Xakepsl

22. Cnam

23. KubeprpectynHocts U IHTEpHET

24. KubepaTaku

25. Kubeparaku 1 UX TUIIBI

26. Iloxuienne napoJiei

27. Cragun Kubepartaku

28. 3amura OT KHOEPIPEeCTyTHOCTH

29. udpoBanue TaHHBIX

30. CummeTpuuHOE H(PPOBAHKE

31. AcummerpuyHoe mu(ppoOBaHUE WIK MHU(YPOBAHUE OTKPHITHIM KIIFOUOM

32. QU1

33. 3ammra nokymentoB MS Word

34. 3amura nokymenToB MS Excel

35. ApxuBupoBanue ¢aitnoB Windows u ux 3amura

36. Bupycel u MeTo161 0OpHOBI C HUMH.

37. AHTUBHMpYCHBIE IPOTPAMMBbI U ITAKETHI.

O 00 1N DN K WK

Ilpumepnvie Kpumepuu oyeHUBAHUA PE3YIbMAMOE O0CGOCHUS OUCUUNIUHbL NPU NPOBedeHUU
HPOMEIHCYMOUHOU AaMmMeCmayuu:

Hopmul  oyenxu 3uauuti  mpeononazairom yuém uHOUBUOYANbHBIX OCODEHHOCHEN  00y4aouwuxcs,
oughpeperyuposanmwvill NOOX00 K 00YUeHUIO, NPOBEPKe 3HAHUL, YMEHUl, YPOBHS (OpMUPOSaHUs KOMAEMEHYUIL.

B ycmuwix u nucomennvix omeemax o0yyarowuxcsa npu 6bINOIHEHUY NPAKMUYECKUX 3A0aHULl U pACYemog
VUUMBIBAIOMCAL: 2IYOUHA 3HAHUL, GladeHUue HeoOX0OUMbIMU YMeHUIMU (8 0Ovbeme NpPocpammol), JOSUYHOCHIb



UBNOJICEHUsL Mamepund, 6KIYas 0000ujenuss, 6bl800bl, COOMI0OEHUEe HOPM JUMEPAmYpHOU pedu, 6radenue
HABLIKAMU U NPUEMAMU GbINOJHEHUS NPAKMUYECKUX 3a0anutl, noomeepiicoeHue COeIaHHblX NpU peueHuu
NPAKMUYECKUX 3A0aHULl  8blBOO0E COOMBEMCMEYIOWUMY  HOPMAMUBHLIMU — OOKYMEHMAMY, NPABUTLHOCHIb
pacuema noxaszameiuel, NOIHOMA U NPABUILHOCb PACKPLIMLIX NPOYeoyp U Oelcmeull 8 NpeonloNCeHHOM
NPAKmMu4ecKom 3a0aHul.

IIpumepHass mKajJa OUEHUBAHWUS OTBETOB  O0y4amlierocsi MpPH MPOBeJIeHUH
NMPOMEKYTOYHOM ATTECTALUM 10 JMCUHMILINHE (324€T C OLIEHKOM):

OneHka «OTJIMYHO» BBICTABISECTCS OOYyYaromIeMycCsi, €CId OH TIyOOKO M TMPOYHO YCBOWII
MPOTPaMMHBIA MaTepuall, HUCUEPIIBIBAIOLIE, IOCIEA0BATENbHO, YETKO M JIOTUYECKH CTPOMHO €ro
U3JaraeT, yMeeT TECHO YBS3bIBaTh TEOPHIO C MPAKTUKOH, CBOOOJHO CIPAaBIAETCS C 3aJadyami,
BOIPOCAMH U JIPYTUMU BUAAMU MPUMEHEHHUS 3HAHUW, HE 3aTPYIHAECTCS C OTBETOM IPU BUIOM3MEHECHUH
3a/laHui, TPaBUJILHO OOOCHOBBIBAET MPHUHATOE DEIICHHUE, BIAJEeT PA3HOCTOPOHHHUMH HaBBIKAMH U
NpUEMaMU BBITIOJTHEHHST TPAKTHYECKUX 3a4ad, IPABWIBHO W TOYHO NHOATBEPKAAET CHEIIAHHBIC TPHU
pELIEHNH NPAKTUYECKUX 3aJaHUK BBIBOJbI COOTBETCTBYIOLIMMU HOPMATUBHBIMH JOKYMEHTAMH, TOYHO
Y IPaBWIBHO MPOU3BOAUT PACUET MOKA3ATENIEH, IEMOHCTPUPYET MOJHOTY M MPABUIBHOCTh PACKPBITHIX
MPOLEAYP U NEUCTBUN B IPEAJIOKEHHOM IPAKTUYECKOM 3a1aHUU.

Or1eHKa «XOPOII0» BHICTABIISIETCS] 00YUYaOIMIEMYCsl, €CJIM OH TBEPO 3HAET MaTepHal, TPaMOTHO
U M0 CYLIECTBY M3JIaraeT €ro, He JOMYyCKas CYIIECTBEHHBIX HETOYHOCTEW B OTBETE Ha BOIPOC,
MPAaBUIIBHO MPUMEHSAET TEOPETHUYECKUE TOJIOKEHUSA NPU PEIICHWN NPAKTHYECKUX BONPOCOB W 331ad,
BJIa/IeeT HEOOXOAMMBIMU HABBIKAMU M MPUEMAMH UX BBIIOJHEHUS.

OreHKa «yJ10BJIETBOPUTEIBHO» BBICTABIICTCS 00YUaIOMIEMYCsl, €CJIM OH UMEET 3HAHUS TOJIBKO
OCHOBHOI'0 Marepuajia, HO He YCBOMWJI €ro JEeTaJIeH, JOIMyCKaeT HETOYHOCTH, HEJOCTATOUYHO MPABUIIbHBIE
(GOpMYITUPOBKH, HAPYIIEHUS JIOTHYECKOW TOCIEIOBATEIbHOCTUY B HW3JIOKCHUH IPOTPAMMHOTO
MaTepuana, UCHBITBIBACT 3aTPYJHEHHsS] IPH BBINOJHEHUHM MPAKTHYECKUX paboT, 3aTpyaHseTcs
MOATBEPIUTH CACTAHHBIC MMPU PEIICHUU MPAKTUUECKUX 3aIaHUI BBIBOJIBI XOTSI ObI OJTHUM HOPMATHBHBIM
JOKYMEHTOM, JOIYyCKaeT OIIUOKU TpU MPOBEACHHH pACUYeTOB TMOKa3aTelleld, HETOYHO HCIOIb3YEeT
OCHOBHBIE MPOLETYPHI U IEUCTBUA B TPEAJIOKEHHOM MPAKTUYECKOM 3aaHUM.

OneHka «HeYAOBJIETBOPUTEIbHO» BBICTABISETCS OO0yYaromIeMycsi, KOTOpPBI HE 3HaeT
3HAYUTEIILHON YacTH MPOTPAMMHOTO MaTepHayia, JOMYCKAaeT CYIIECTBEHHBIE OIMMOKHU, HEYBEPEHHO, C
OONBIIMMU  3aTPYAHCHUSMU  BBIMONHSET TMpakThuyeckue paborel. Kak  mpaBuio, OleHKa
«HEYJIOBJICTBOPUTEILHO» CTABUTCS OOYYaIOIMIMMCS, KOTOPBIE HE MOTYT MPOAOKUTH OOydeHHe Oe3
JIOIIOJIHUTENBHBIX 3aHATUHI 110 COOTBETCTBYIOLIEN JUCLUILIMHE.

5 YCJIOBUS OCBOEHUSA U PEAJIMZALIUU JUCHUIIJINHBI

5.1 Metoanuyeckne peKOMEHIANUN 00yYAIOIIMMCS 110 U3Y4YEHHIO TUCITUIIHHbI

[IpomexxyTouHasi arrecTanusi MOXKET OBITh BBICTaBIIEHA CTYICHTY IO pe3yibTaTaM TeKyIIeH
aTrTecTanuu W (WIM) 1o pesyibTaTam denepaibHoro uHTEepHET TecthpoBanus (DIIIO, wHTEpHET
TPEHAXKEPBI).

Yt0oOBI OCBOUTH YUEOHBIM MaTepHall 000N TUCITUTIIMHBI, HEOOXOIUMO PETYIISIPHO MOCEIaTh BCE
3aHATHS, HE OMAa3[bIBaTh K Hadaly 3aHATUH U 00s3aTEIbHO KOHCIEKTHPOBATH YU4EOHO-METOIUYECKUE
pEeKOMEHIalMK Ha MpPaKTHYeCKUX 3aHATHsAX. [IpakTuueckue 3aHATHS NalOT 3HAHUSA, KOTOpBIE MOAYAC
HEBO3MOXKHO HAlTH Jaxe B JIydlIuX ydeOHHKax. HeBO3MOXKHO TOCIOBHO 3aKOHCIIEKTHPOBAThH BCE, YTO
TOBOPHUT MPEIo/aBaTesb, MO3TOMY CIEAYeT MOCTapaThCs BBIIACIUTH, 3allUCAaTh OCHOBHBIC MOJIOXKEHHUS,
WJeu, BBIBOJBI, IOHATH JIOTHKY Y4eOHOro Mmarepuaina, H3JlaraeMoro npenojaBareneM. llpu
KOHCTIIEKTUPOBAHUU JKEJATeNIbHO HCIIOJIb30BATh TMOHSTHBIE [UISl KOHCIEKTHUPYIOIIEro CTyJeHTa
COKpAILIEHUS U YCIIOBHbIE 3HAKH.

Bo Bpems mpakTHuecKkux 3aHITHH HEOOXOAUMO MPOSBIATH MPOAYKTHUBHYIO aKTUBHOCTb, OTBEYATh
Ha BOIPOCHI MPENOAaBaTes, HOKa3bIBaTh CIIOCOOHOCTh CAaMOCTOSTEIEHOTO MBILILICHHS.

C nenpio Oosee riIyOOKOTO OCBOEHHS TEMbl JHUCHUMUIUIMHBI, KOHCHEKTHI CJIEAyeT OMONHSITH U
nopalaThIBaTh AJIs1 CUCTEMATU3alui U 0000IEHHs, UCTIOIb3ys UH(OPMAIIHIO, MTOTyUYEeHHYIO BO BpeMs
MPAKTHYECKOTO 3aHATHS, a TAaKKE PEKOMEHIYyeMYI0 yueOHO-METOaUYecKyto nureparypy u MutepHer-
pecypcbl. AHAJIOTHYHYIO PabOTy HEOOXOAMMO BBIMOMHATH U HpPU pa3pabOTKE TeM TUCIUIUIMHBL,
IpeIaraeMbIX JJIsi CAMOCTOSITEILHOTO U3YUYEHHUSL.

Pexomenayercst BbIpaboTaTh B ceOe MPHUBBIYKY MPOCMATPUBATh, NEPEUYUTHIBATH IEPE] HOBBIM
MPAKTUYECKUM 3aHSITHEM TEKCT MPEIbIIYIIEro 3aHATHS.



Ecnn Bo3HHKaIOT BOMpPOCHI, 00s3aTeNIbHO OOpamaiTech 3a KOHCYJIbTallMAMU K IPENoJaBaTesto
nocie 3aHATHA (MO BO BpEMs 3aHATUS IPU €ro BOIpoce K CTyldeHTaMm: «Bce mnoHATHO?») 3a
Pa3bICHEHUSIMH, YETKO (GOPMYIHPYS UMEIOLUIICS «Ipo0en» B IOHUMaHUK y4eOHOTr0 MaTepuana.

[IpakTnueckue 3aaHusl CIE€IYET BBIIOJHATH YETKO B COOTBETCTBUM C IUIAHOM, METOJUYECKUMHU
PEKOMEHAALUAMH U aIrOpUTMaMu, c(HhOPMYIUPOBAHHBIMU PENOaBATEICM.

[Ipy moxaroToBKe K NPOMEXKYTOUHOW aTTECTAllMM HEOOXOAMMO TONYYHUTh Yy TPEroaaBaTelis
nepedyeHb AMJAKTHUECKUX €AMHUI[ 0a3bl 3HAHMH W TUIIOBOE COJEpKAHUE 33JaHUIl 1O IpOBEpKe
HaBBIKOB U MPAKTUYECKUX YMEHHUH 110 TUCIUILINHE.

5.2 Opranu3aumsi cCaMOCTOSITEILHOI PadoThI CTYI€HTA MO AUCHUIIHHE

CamocTosTenbHas paboTa CTYJIEHTOB BKIIOYAeT MPOPA0OTKY MPAKTHUECKUX 3aHATUH, YTCHHE
JUTEPATYPHI, 3HAKOMCTBO C COJEPKAHHEM D3JIEKTPOHHBIX HCTOYHUKOB, aHAJIM3 CHUTyallUid, pa3paboTKy
Mo/ieJIeH, BEIIOJTHEHHE MMPAKTUYECKUX 3a/IaHuM.

Jlst oGecriedeHus BBITIOJIHEHUSI CAMOCTOSITEILHOM pabOThl CTY/IEHTHI 00ECIIEYMBAIOTCS:

- yueOHOM, y4eOHO-METOTMUECKON U CITPAaBOYHON JIUTEPATY PO,

- pa3AaTOYHBIM CIPABOYHO-METOIMYECKUM MATEPUATIOM, BKIIFOUAIOIIUM AJITOPUTMHUYECKUE CXEMBI
peleHus 3aaay;

- IOCTylIOM K CpPEJICTBaM BBIYUCIHUTEIbHON TEXHUKH H HEOOXOJUMOMY MMPOTPaMMHOMY
00ecrneveHuIo.

5.3 OcoGeHHOCTH NpenogaBaHus JMCIUIITHHBI

HpOBe,HeHl/Ie BCEX BUIOB 3aHATHI IIpu NpernogaBaHu JUCHUILINHBI, TIPOBEACHHUC KOHCy.]'II;T&IIHfI,
OPOMEXYTOUHAasi M TEKyllas aTTecTallds BO3MOXKHA C MPHUMEHEHHs OJIIEKTPOHHOro OOydeHHs H
JUCTAHIITMOHHBIX 06pa30BaTeJ'H)HI)IX TEXHOJIOTH.

[IpernonaBanye AUCHUIUIMHBI BEAETCA C NPUMEHEHHEM 3JIEMEHTOB CIEAYIOIIUX BHUI0B
06pa30BaTCHBHI)IX TEXHOJIOTHM: I/IH(l)OpMaIII/IOHHI)Ie TCXHOJIOTHHU: HCIIOJIB30BAHUC JJICKTPOHHBIX
00pa30oBaTeNbHBIX PECYpCOB (DJEKTPOHHBIM KOHCIEKT, pPa3MELICHHbI B JIOKAJbHOW CETH) NpHU
IMOATOTOBKE K NPAKTUYCCKHUM U CaMOCTOATCIIbHBIM 3aHATHAM.

[Ipobnemuoe oOydeHue: CTUMYJIHPOBAHUE CTYJCHTOB K CaMOCTOSATEIBHOMY INPHOOPETEHHUIO
3HaHHI>i, HGO6XOI[I/IMBIX AJI pCHICHUA KOHKPETHBIX 3aJ4a4 IIPH BBINOJIHCHUHN JOMAIIHUX U MMPAKTHUYCCKUX
pador.

Konrtekctaoe 06yquHe: MOTHBALUA CTYACHTOB K YCBOCHHIO 3HAaHUH IIYyTEM BBIABJICHHA CBsI3EH
MEXJYy KOHKPETHBIM 3HAaHHEM M €ro MPUMEHEHHMEM Ui pelIeHHs MpOo(ecCHOHAIBHBIX 3a/1ad NpU
BBIINTOJTHEHUHN JOMAIITHUX Sa,Z[aHI/If/'I.

OOyueHue Ha OCHOBE OIbITA: AKTHBH3AlMA IO3HABATENBLHOW JEATENBHOCTH CTYJEHTA 3a CYET
acconuanym u COOCTBEHHOTO OMBITA C npeaAMETOM M3YUCHUA ITPH BBIIIOJJHCHHUU JOMAIIHUX BaI[aHI/II\/’I.

MexaucunIuinHapHoe o0y4yeHre: UCIOIb30BaHNe 3HAHUHM U3 pa3HbIX 001acTel, UX rpynInupoBKa
M KOHLCHTPALUA B KOHTCKCTE pemaeMOI‘/'I 3aJa4M Ha NPaKTHUICCKUX 3aHATHAX.

5.4 MaTepuajJibHO-TeXHHYECKOe o0ecredeHue TUCIIUTIITUHbI

1. KommiekT  2JeKTpOHHBIX — Npe3eHTauuil/  ClaiiioB,  ayAWTOpHs,  OCHAIIEHHAs
MPE3EHTAMOHHON TEXHUKOU (IMPOEKTOP, IKPaH, KOMIIBIOTEP/HOYTOYK).
2. [Ipouee: pabouee MeCTO MpemojaBaTeNs, OCHAIIEHHOE KOMIBIOTEPOM C JOCTYIIOM B

WutepHer, paboune mecTa OOy4YaroLIMXCsl, OCHAIIEHHbIE KOMIBIOTEpAMU C JocTynoMm B MHTepHer,
npeaHa3HaYeHHbIe sl paOboTHI B 3JIEKTPOHHOW 00pa3oBaTeIbHOM cpere.

3. [lepeyeHp  JIMIEH3MOHHOTO M CBOOOJHO  PAaCHpPOCTPAHSIEMOro  MPOrpaMMHOIO
o0ecrieyeHus1, B TOM YUCIIe OTEYECTBEHHOTO NMPOU3BOICTBA!

- Microsoft Windows.

- Microsoft Office.

- becrtnatHoe I1O, cBoGoaHO pacnpoctpansiemoe: LibreOffice.

IIpn opranuszaumu 3aHATHNA, TEKyIIEd M IPOMEXKYTOYHOM aTTECTallUM C INPUMECHEHHEM

3JIEKTPOHHOTI'O 00Y4YEHHUs U AUCTAHLIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTUN MCIIOIB3YIOTCS Pa3INyHbIE
3IIEKTPOHHBIE 00pa30BaTeIbHbBIE PECYPCHI U OHJIAH cepBUCHI, Bxosiue B cocta DMIOC CI'Y.

5.5 Metoanueckoe odecneyeHue 06pa3OBaTean0r0 nmpouecca aJjist Oﬁy‘leHI/lﬂ
HHBAJUI0B U JUIl ¢ OrPAHUYCHHBIMHA BO3MOXKHOCTHAMMU 3/10POBbS



VYcnoBus opraHuzalMi M cojaepkaHue OOydeHHs W KOHTpPOJIA 3HAHUW HWHBAJIUAOB U
obOydaromuxcst ¢ OB3 1o quciumivHe onpeaensoTcs MPorpaMMOoil TUCIUTUIMHEI, aJanTHPOBAHHON MIPH
HEO0OXOAMMOCTH JIJIs1 OOYYEeHHsI YKa3aHHBIX 00yYarOIINXCS.

Opranuzaiusi 00y4eHHs, TEKyIIel W TPOMEXKYTOUHOW aTTECTAlUU CTYJEHTOB-WUHBAIUIOB H
ctynentoB ¢ OB3 ocymiecTBiaseTcss € yd4eToM OCOOCHHOCTEH TICUXO(DH3NYECKOTO pPa3BUTHA,
WHIMBUIyaJIbHBIX BO3MOKHOCTEH M COCTOSIHUS 3[TOPOBBSI TAKUX O00YUArOIIHXCSI.

Hcxons u3 ncuxopu3W4eckoro pa3BUTHUS W COCTOSHHS 370POBbsSl CTYACHTOB-UHBAJIWIOB H
ctyneHToB ¢ OB3, opranusyrorcs 3aHITHS COBMECTHO C APYTMMH OOYYAIOIIMMUCS B OOIIUX Tpymmax,
UCIIOJNB3YSl COLMANbHO-aKTUBHBIE U pPe(IEeKCHBHbIE METOAbl OOyuYeHHUs CcO31aHusi KOMGOpPTHOTO
MICUXOJIOTHYECKOTO KIIMMaTa B CTYJIEHYECKOW TPYIINE WM, MPU COOTBETCTBYIOIIEM 3asBICHUHU TAKOTO
oOyuJaroierocsi, o UHAUBUAYaJIbHOU Mporpamme, KOTopas siBIsieTcss MOIU(GUIUPOBAHHBIM BapHAHTOM
OCHOBHOI paboueil mporpaMMbl IUCHUIUIMHEL. [Ipu 3TOM copepkaHue MporpamMMmbl JUCIHILTUHBI HE
u3Mensercs. M3MeHstoTcs, kKak mpaBmiio, ¢GopMbl oOydeHHss U KOHTPOJIS 3HAHHM, oOpa3oBaTeibHbIE
TEXHOJIOTHH U JUJIAKTHUECKHUE MaTepUabl.

OOyueHne CTYIEHTOB-MHBAIUAOB W CTyAeHTOB ¢ OB3 Takke MOXET OCYIIECTBISATHCS
WHIMBUIYAJILHO W/WIK C TIPUMEHEHUEM TUCTAHIIMOHHBIX TEXHOJIOTUH.

JlucranimonHoe o0y4yeHne oOecreurnBaeT BO3MOXKHOCTh KOMMYHHUKALMK C MpernojiaBaTeieM, a
TaKXKe C APYruMU 00ydaeMbIMH TOCPEICTBOM BEOMHAPOB (HANPUMEpP, C UCTOIH30BAHUEM MPOTPaAMMBI
Skype), 9T0 crTOCOOCTBYET CIUTOYEHHIO TPYIIBI, HAITPABISAET yIeOHYIO TPYIITY Ha COBMECTHYIO padoTy,
o0cykeHNe, MPUHITHE TPYIIIOBOTO PEIICHUS.

B yueOGHOM mpomecce i1 TIOBBIMICHHWS YPOBHS BOCIPHUATHA M TIEpepabOTKH  y4eOHOMH
uHGOpMAIIMU CTYJICHTOB-UHBANUAOB H CTyAeHTOB ¢ OB3 mnpuMeHsoTCS MYyJIbTHMEIUNUHBIC W
CHeIMaTM3UPOBAHHbIE TEXHUYECKUE CPEJCTBA NpHUeMa-nepenaun yueOHoi uHpopmaiuu B JOCTYIHBIX
dbopMax s CTYy[EHTOB C PAa3IMYHBIMH HAPYIICHUSMH, O00ECIEUYMBACTCS BBIMYCK aTbTECPHATUBHBIX
dbopMaToB MEYaTHBIX MAaTEepPUANOB (KPYIMHBIN MpPHUQT), DIEKTPOHHBIX 0Opa30BaTEIbHBIX PECypCOB B
dbopMax, aJanTUPOBAHHBIX K OTPAHUYCHHUSM 30POBbS OOYYAIOUIMXCS, HATUYHE HEOOXOIMMOTO
MaTepuaIbHO-TEXHUYECKOTO OCHAIIECHHUS.

[Ton6op u pa3paboTka yuyeOHBIX MaTEpUAIOB MPOU3BOIATCS MPENnojaBaTeieM C Y4eTOM TOro,
YTOOBI CTYJEHTHI C HAPYIICHUAMHU CIIyXa MOJydanu HHGOPMAIMIO BU3YAIbHO, C HAPYIIEHUSIMU 3PEHUS
— ayJUaJIbHO (HaIpUMep, C UCIIOJIb30BAHUEM MTPOTPAMM-CHHTE3aTOPOB PEUH).

Jlis  OCyIIECTBIIGHUS TPOLEAYp TEKYIIEro KOHTPOJS YCIEBAEMOCTH U IPOMEXKYTOYHOM
aTTectanuu oOydaromuxcst wHBAIUAOB U Jull ¢ OB3 (oHA OIEeHOYHBIX CpPEACTB MO IAUCIMILINHE,
MO3BOJIAIOIIMN OLEHUTHh AOCTI)KEHHE MMM pPE3yJbTaToB OOY4YeHHS U YPOBEHb CPOPMHUPOBAHHOCTU
KOMIIETCHIINM, TPEIyCMOTPEHHBIX Y4YeOHBIM IUIAaHOM U paboyeil mnporpaMMol JHUCIUTUIMHEI,
aJanTupyercs A oO0y4arolMXCs UHBAJIUIOB U JIUI[ C OFPAaHUYCHHBIMU BO3MOXHOCTSMHU 370POBbS C
y4eTOM HWHANBUAYAITBHBIX TCUXO(PU3UOIOTHUECKUX OCOOEHHOCTEH (YyCTHO, MUCBMEHHO Ha Oymare,
MMCBMEHHO Ha KOMIIbIOTEpe, B (opMe TeCTHUpOBaHMS W T.I.). [Ipm HEOOXOIUMOCTH O0ydYarOIIMMCS
MPEIOCTABIISETCS JOMOIHUTEIEHOE BPEeMsI JUISI IOATOTOBKH OTBETA MPH MPOXOKICHUHU aTTECTAIUH.
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Henb udyyenus

OcBoeHME OCHOB KHOEpPHETHYECKON OE30MaCHOCTH JUTSI CTY/IEHTOB MO HAIIPABJICHHUIO

AUCHHUITHHbBI noarotoBku 44.04.05 «llemarorndeckoe oOpazoBanue ¢ ABYMS MPOGUIIMHU
MOJrOTOBKU»
Conep:xxanue Tema 1. Kubepuerndeckas 6€301MacHOCTh B CHCTEME HAIIMOHAIBHON O€30ITaCHOCTH
JUCHUILIMHBI coBpeMeHHoU Poccun
Tema 2. BHyTpeHHUE U BHEIIHUE YTPO3bl KHOEPHETHIECKOH 0e30IacHOCTH
Poccuiickoit ®enepanuu.
Tema 3. [IpaBoBbIC OCHOBBI 00ECIICUCHUST KUOCPHETHUECKOM 0€30MacHOCTH
Pocculickoit ®enepanuun
Tewma 4. OcHoBHBIE HH(POPMAITMOHHBIE YTPO3HI M 00IIIE PEKOMEHAINA TI0
opranuzanuu 0e3omacHoi paboTel B MIHTEpHETE
Tema 5. Be3omnacHas pabota B UHTepHeTe: aHanu3 BeO-CaiiTOB, O€30MACHBIH MOKCK,
HaJIe)KHBIC TIAPOIIU
Tema 6. be3omacuas pabora B UHTepHETE: 3JIEKTPOHHAS [TOYTA, TUTATEKH, 3aITUTHOS
110
Tema 7. 3ammutroe [10. Kaspersky Internet Security. ESET NOD32 Smart Security,
Dr.Web Security Space
Tema 8. [IpoBepka KOMITBIOTEPA H BOCCTAHOBIICHHE JTaHHBIX B OKCTPEHHON CUTYAIMH
Tewma 9. be3onacHOCT B COIMAIBHBIX CETAX
dopmMupyeMble T1K-1,I1K-2

KoMIeTeHIuM (Koabl)

KOZ[I)I 1 HAMMCHOBAHUC
HHIAUKATOPA JOCTUKCHUSA
KOMIICTCHIIUHA

[1K-1.1 Mcmonb3yeT MeTObI ITeJarornieckoil TMarHOCTHKH Pe3yIbTaTOB 00pa30BaHuUs
W BOCIIUTaHUS 00yYaroIuXcsl, MPpeAyIpeKIeHNs] OTCTaBaHHUS B 00YYCHUH

[1K-1.2 BzaumoneicTByeT ¢ cyObeKTaMu MPOIECCOB 00Pa30BaHUSI M BOCTIMTAHUS
00yJaromuxcs B aCHeKTe INeJarornuyeckoi IMarHOCTHKY PE3yIbTaToB 00pa30BaHus U
BOCIIUTAHUS 00YHAIOMIUXCSA, B TOM YHCIIE TI0 MPEILyNPEKACHHUIO MTeAarorniecKoit
3aITyIEHHOCTH

[TK-1.3 [IpuMeHsieT METOAbl U TEXHOJIOTHH MeIJarornueCKOr TMarHOCTUKH ISt
orpeiesieHUs YPOBHS O0Y4E€HHOCTH U NPEAYIPEXIECHU OTCTaBaHUs B 00yUeHNU
[1K-2.1 Mcnonps3yeT COBpeMEHHbIE METOANKN B3aUMOJEHCTBUS CyOBHEKTOB
00pa3oBaTeIbHOrO U BOCIIUTATEIBHOTO Mpoliecca

[1K-2.2 [IpumensieT MeTo B! IPeAyIpeKAeHN KOHPIUKTOB B YCIOBUAX IIKOJIBI U
CpebI

[1K-2.3 Opranu3yer HHTEpaKTHBHOE B3aUMOJCHCTBHIE CyObEKTOB 00pa30BaTeIbHOIO U
BOCIIMTATEJIBHOIO NpoLecca

JIMCIUTUTNHBI,
Y4acTBYIOLIUE B
dbopMHupOBaHUU
KOMIICTCHIIMHU

Teopurs ¥ TEXHOJIOTUU Pa3BUTHUS PEUU ACTEU

MeTtonnka 00y4eHHs PYCCKOMY SI3bIKY B HAYaJbHOM HIKOJIE

'TeopHs U TEXHOJIOTUH Pa3BUTHUSI MATEMaTHUECKUX NPENCTABICHUN Y AeTel
Metonuka 00y4eH!sI MaTeMaTHKH B HAYaJIbHOM LIKOJIE

Teopust 1 TEXHOJOTHHU IKOJIOTHUECKOTO 00pa30BaHus IeTel

Metonuka 00y4eHHst HHTerpaTHBHOMY Kypcy "Oxpyskaromuii Mup"
MeTtoauka o0y4eHHs TEXHOJIOTHH B HAYAIBHOM IIKOJIE

Teoprs 1 TEXHOIOTHH (PU3NIECKOTO BOCITUTAHWS TeTEH

Metonuka 00y4eHus n300pa3uTeNbHON A TEILHOCTH

TeOpI/I}I 1 MCTOJHMKA MY3bIKAJIbHOI'O BOCIIMTAHHA




TexHomornu udpoBOro 0Opa3oBaHMS

MeToauueckas pabora B IOIIKOIBHON 00pa30BaTeIbHON OpraHn3alii

OpraHu3anus TOMOJHATENBHBIX 00Pa30BaTENbHBIX YCIYT B IOMIKOJIBHOW OpraHU3aIiy
[legarornveckas MpaKTHKA

Oo0pa3oBaTeabHbIe JIeknmoHHBIC, TPaAKTUICCKUE 3aHATHS, CAMOCTOSATEIbHAS paboTa
TEXHOJIOTUH

®opMa NPOMEKYTOUHOM (3a4éT C OLIEHKOU
aTTecTaluu
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